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Introduction



Meet the Presenters

Maggie Zheng

Associate Director

Forensic & Risk Analytics

Amy Dove

Partner

Forensic Discovery & Analytics



How often do you use ChatGPT?

Every day I’ve never used itOnce in a while
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What is AI?



The attempt to get computers to 
do things that make us say 
‘Gosh that was intelligent’
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What is it?

Analyse

Do

Listen

Speak 

See

Create

Artificial Intelligence

Machine Learning

Deep Learning

Generative
 AI

Learn and make 
predictions from data

Extract complex patterns 
from data

Create new content, such 
as images, text, or code

Simulate human intelligence
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From prediction To creation



AI.FLUENCY

What is Generative AI? 



AI.FLUENCY

AI are trained on massive amounts of data to understand human communication and natural language.
The AI is trained on a Large Language Model

A prompt is text submitted as part of a chat, an image, a video or a design etc.
The user submits a prompt 

AI algorithms analyse the prompt and, in response, use prediction to generate new content 
across different modalities.

AI generates new data

CODE ROBOTICS TEXTIMAGE VIDEOSPEECH3D SPECIALISED

How Generative AI works



AI.FLUENCY

AI in the wild
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AI – Why should I care?



It is changing the way we work

Organizations that expect to 
implement Generative AI over the 
next two years for their anti-fraud 

programs2

Expect to use Large Language 
Models/Generative AI in 2024 to 

create new workflows in eDiscovery3

General counsel expect to 
increase their use of AI and 

automation in the coming year1

1 Based on The General Counsel Report 2024  global survey of Chief Legal Officers by FTI Consulting and Relativity
2 Based on Association of Certified Fraud Examiners 2024 Anti-Fraud Technology Benchmarking Report – survey of 80,426 ACFE members
3 Based on eDiscovery Today 2024 State of the Industry Report – survey of 444 eDiscovery professionals

75% 83% 73%



…but that’s not the only reason

Improvement in the productivity of highly 
skilled workers – right now.1

Activities of knowledge workers will be 
automated by 2030.2

1: How generative AI can boost highly skilled workers’ productivity | MIT Sloan
2: Economic potential of generative AI | McKinsey

40%

60%

https://mitsloan.mit.edu/ideas-made-to-matter/how-generative-ai-can-boost-highly-skilled-workers-productivity
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/the-economic-potential-of-generative-ai-the-next-productivity-frontier#introduction
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“There is no chance of 
the iPhone ever gaining 
significant market 
share. no chance”.  Steve 
Ballmer, CEO of Microsoft, 
2007. 
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“AI won’t replace you – 
but someone that uses AI will”

The barrier to entry has never been lower. 
The bar for differentiation has never been higher. 
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So what do we do about it?

Human performance accelerators 
and new tools in a worker’s toolkit

UNLOCKING 
PRODUCTVITY

Do Things 
Differently

Rapid innovation for sectors, products 
and services that leverage data

UNLOCKING NEW 
POTENTIAL

Do Different 
Things
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AI for Legal
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Clustering
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Social network analysis
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Outlier detection

Rule-based anomaly detection finds 
behaviour you know to look for

Outlier detection finds behaviour that 
sits outside the norm
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AI driven document verification
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Sentiment analysis
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Relevance & privilege review
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Trustworthy AI



MISCONCEPTION?

“It is quick 
and easy to 

deploy” 



“AI is going to 
take over the 

world.”

MISCONCEPTION?



“It’s accurate 
and unbiased 
because it’s 

based on data”

MISCONCEPTION?
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What can go wrong with AI?
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Like any progress, it isn’t without risk

Inaccuracy and 
hallucinations

Data privacy and 
security

Bias and 
discrimination

IP and copyright 
issues

Lack of transparency

Fraud
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A safeguard: Trustworthy AI

Trustworthy AI is a socio-technical 

ecosystem that is ethical, lawful and 

technically robust.

It is achieved through governance and 

management of AI risks across 

people, processes and technology.
Safe / Secure

Responsible / 
Accountable

Transparent / 
Explainable

Privacy

Robust / 
Reliable

Fair / Impartial

Trustworthy 
AITM
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Steps toward trustworthy AI

PLAN BUILD INTEGRATE OPERATE

Establish trustworthy AI governance

Design, assess and develop individual AI use cases

Use case ideation and 
target definition, 
perform feasibility 
assessment.

Proof-of-concept 
creation and biases, 
privacy leakage analysis. 

Put the use case into 
production,and 
industrialise components.

Operate and ensure 
the performance and 
the model’s reliability.

Map the current ethical 
practice, set the bar 
and build long-term 
vision and ambition.

Translate the vision and 
ambition to AI 
governance processes. 

Enforce the AI 
governance and 
industrialise processes.

Validate and evaluate 
trust, regulatory 
compliance, processes 
and infrastructure.
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Two layers: Overarching AI governance and specific model 
validation

Raise awareness on AI and its potential risks                          

Every involved stakeholder will become literate in AI and its risks

Execute Model Validation

Perform an extensive model validation based on the Trustworthy AI 
Framework by using the aiStudio Tools and the audit catalogue

Define the AI Governance

Ground your organization’s AI ambitions in a practical roadmap along the 
development process based on identified risks

Execute the AI Governance strategy               

Deploy tools according to the identified risks and the agreed AI Governance

AI Governance Model Validation

AI 
Governance

Operating 
Model

Modelling

Data

Pre-
Modelling

Monitoring

Lifecycle 
Management

Safe / Secure

Responsible / 
Accountable

Transparent/ 
Explainable

Privacy

Robust / 
Reliable

Fair / Impartial

Trustworthy 
AITM
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Guiding principles for trustworthy Generative AI

The Human Touch

Keep the human in the loop!

Truth Testing

To counter ‘hallucination’ risk, human fact-
checking processes need to be in place to 
confirm accuracy of generative AI content.

Empower Efficiency

Repetitive, low complexity, low risk 
tasks are appropriate testing ground for 
generative AI solutions.
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Focus where human effort is high and validation is easy
G

en
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n 
ef

fo
rt

Validation effort

HIGH

EASY
HARD

LO
W

Neglect

Assess

Consider Working with AI: Easy first wins
 Draft customised communication
 Process documents (first pass)
 Provide customer service prompts
 Aid research and summarisation



Q&A
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Guidance and resources

• Government Use of Artificial Intelligence in New Zealand: Final Report 

• On the Dangers of Stochastic Parrots: Can Language Models Be Too Big? (but 
also search for the follow-up and fallout from this article). 

• A new vision of artificial intelligence for the people

• Does GPT-2 Know Your Phone Number?
• Privacy Commission Generative Artificial Intelligence update
• Digital.govt.nz Interim Generative AI guidance for the public service
• Deloitte AI Institute The State of Generative AI in the Enterprise 2024 

https://www.lawfoundation.org.nz/wp-content/uploads/2019/05/2016_ILP_10_AILNZ-Report-released-27.5.2019.pdf
https://dl.acm.org/doi/10.1145/3442188.3445922
https://www.technologyreview.com/2022/04/22/1050394/artificial-intelligence-for-the-people/
https://bair.berkeley.edu/blog/2020/12/20/lmmem/
https://www.privacy.org.nz/publications/guidance-resources/generative-artificial-intelligence-15-june-2023-update/
https://www.digital.govt.nz/standards-and-guidance/technology-and-architecture/interim-generative-ai-guidance-for-the-public-service/
https://www2.deloitte.com/us/en/pages/consulting/articles/state-of-generative-ai-in-enterprise.html
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